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[MoaTBepXxgeHa COBMECTMMOCTb CUCTEMbI YCUITEHHOWN ayTeHTUgMKaLmn
Indeed AM ¢ VPN-npogyktamn C-Teppa

YpoBeHb 3alUMLLEHHOCTN YAanéHHOro 4oCTyna K MHApacTpykType npeanpusatui yepes VPN-
NOAKMYEHNEe MOXHO MOBbICUTb, UCNONb3YS peLleHne AN MHOroakTopHOW ayTeHTuduKaunm
Indeed Access Manager (Indeed AM) coBmectHo ¢ VPN-npogyktamun C-Teppa Lnwo3 u
C-Teppa KnuneHT, koTopble npegHasHayeHbl A5 Kpuntorpadmyeckon 3awmnTbl U punbtpaumm
Tpadmka.

CoBMecCTHOe uCnonb3oBaHWe 3TUX CUCTEM MO3BONSET COTpyAHMKam 6esonacHo nonyyatb
yOaneHHbIn OOCTYN K MHgpacTpykType npeanpuatun yepes VPN, npoxoaa OByxdaKTOpHYIO
ayTeHTudmkaumo. Ytobbl obecneunTb Takyld BO3MOXHOCTb, npoayktel C-Teppa LUno3 u
C-Teppa KnuneHT paboTtaioT B CBAA3KE C MporpaMmHbiM Komnriekcom Indeed AM, koTopblii
CNYXUT ONS LEeHTPanM30oBaHHOro ynpasneHnsa OCTyrnoMm.

LndppoBaHme n TyHHenupoBaHue Tpaduka, peanusyemble VPN-npogyktammn C-Teppa,
OCYLLIECTBIIAKTCS HA OCHOBE NMpoTokona IPsec n coBpeMeHHbIX 0TeYECTBEHHbIX anropnuTMoB,
cooTBeTCTBYOWMNX Heobxogmmbim FTOCTam.

Mpumensaa cuctemy Indeed AM, MOXXHO OCYLLLECTBNATL pasnnYHbIE CLLEHAPUM MHOTOaKTOPHOM
ayTeHTUdUKaumn. Tekywaa TexHonorudeckaa mHterpaumsa Indeed AM ¢ VPN-npogykramu
C-Teppa nogaepxmBaeT cnegyowime TexHonornn ayteHtudunkauumn OTP, camble nonynsipHble
n3 kotopbix: Software TOTP, SMS OTP, Telegram, Email OTP, Hardware HOTP n gpyrue.

Mpn nogknoyeHun K cetn Yeped VPN nonb3oBaTento cHavana HY)XHO BBECTUM LOMEHHbIe
OaHHble, a 3aTeM BTOPOW (pakTop ayTeHTUdUKauum — ogHOPa30BbIn Naporb.

MpoayKTbl, NCNONb30BaHHbIE B pelleHnn, pa3paboTaHbl ABYMSI POCCUACKMMK KOMMAHUAMW,
«C-Teppa Cwu3cllm» wn Komnanua WHama, M NO3BOMAAT BbINOHUTL TpeboBaHWA
KOHTPONUPYHOLLMX OpraHn3aLni.

«TexHonorn4yeckas nHTerpauusa nNo3BonsieT BHEOPUTb YXe CTaBLIMKA CTaHOAPTOM MeXaHW3M
MHOrogakToOpHON ayTeHTudUuKauumn, KoTopbii peanuayetca npoayktom Indeed AM npwm
yOoaneHHoOM nogkmnodeHnn nonb3oBartenen. lNMpoayktel C-Teppa LUno3 un C-Teppa KnueHT
B3aMMHO WHTerpupytotca ¢ cuctemon Indeed AM u  noggepxumBalT COBMECTHOE
ucrnonb3oBaHne, noatomy WT-nHdpacTpykTypa HaWMX KIMEHTOB CTaHeT euwe ©Oonee
3awmuieHHon, — otmeTun AHapen JlanteB, pykoBoAuUTeNnb HarnpaBreHUs No pa3BUTUIO
npoayktoB Komnauum WUHamp — Mbl ygensem ocoboe BHUMaHWE TEXHONOrmyeckomy
napTHEPCTBY C OTEYECTBEHHbIMU MOCTaBLUMKaMW pelleHnin B cdepe UHPOPMaLMOHHOM
6e30nacHOCTM 1 onepaTMBHO pearMpyemM Ha 3anpochbl 3aKa3ynkoB MO NOBOAY UHTerpauumn. 3to
nossgondetr KomnaHuu WHOMAO yoepxuBaTb NUOEPCTBO B CErMeHTe MHOrod)akTopHOM
ayTeHTUMKaL MK nonb3oBaTenemny.

«B peweHusax C-Teppa MHorogakTtopHas ayTeHTUdUKauMa — 3TO peKoMeHAOBaHHasa Ansd
yOaneHHblX nonb3oBaTtenen npouenypa npu noctpoeHun VPN-TyHHens. B uHTerpaumu c
cuctemon Indeed AM ctano Bo3amMoXxHbIM 406aBuThL eLLé oanH hakTop — OAHOPA30BLIE NAPON
— 1 BblbpaTh yoobGHbIM cnocob ero goctaBku, — KOMMeHTupyeT AnekcaHap BopopaBko,
TeXHU4Yeckumn gupektop komnaHum «C-Teppa Cudcllu». — OTnuuntenbHas yepta Halwen
KOMMNaHMN — 39TO BHUMAHWE K KaXXAOMY KIMEHTY M KayeCTBEHHas nogaepkka 3aka3dukoB Ha
BCEX YPOBHAX. Mbl MOCTOSIHHO NOMOMNHAEeM MNopTdenb HalnX PeLleHn, N TEXHONOrM4YecKoe
NapTHEePCTBO C APYrMMU POCCUNCKMMWN KOMMAHMAMKN NO3BONSET NPEAnoXnTb pbiHKY Hanbonee
MOMHbIN CNEKTP PeLleHnn AN 3almTbl ceTeny.
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MolwaroBble MHCTPYKLUUN HACTPOWKM CUCTEMbI ycureHHon ayteHTudukauum Indeed AM ans
pabotbl ¢ VPN-npogyktamm C-Teppa paspaboTaHbl crneunanMctamm KOMMnaHWn-napTHEPOB
crneumansHo ans yaobcTea nonb3oBaTenen 1 pasmelleHbl B 6ase 3HaHui Ha canTe Komnanmum
Nuona.

Indeed Access Manager (Indeed AM) — nporpaMMHbIN KOMMMAEKC ANs LeHTpannu3oBaHHOro
ynpaeneHna ayTeHTuukaumen Ha BCeX MHMOPMaLUNOHHBIX pecypcax KOMMaHWW, KOTOPbIW
peanuayeT ABYX(aKTOPHYO ayTeHTUdMKaUUIO AN 3aLunThl Kak yaaneHHoro, Tak 1 nokanbHoro
poctyna. [lNNpumeHaa cuctemy Indeed AM, MOXHO OCYLLECTBMATb pasfiMyHble CLeHapuu
YCUMEHHOW 1 MHOTO(pakToOpHOW ayTeHTUdMKaL K.

C-Teppa KnreHT — NnporpaMmMHbIN KOMAMEKC A5 KpUATOrpadouyeckon 3awmnTbl U ounbTpaumm
Tpadmka, MNO3BONAIOLWNA KOHTPONMMPOBATbL COCTOSIHAE CEeCcCU AOns  NoSib30BaTenbCKUX
YCTPOWCTB, Ha KOTOPbIE OH YCTaHOBIEH.

C-Teppa Wnw3 — nporpamMmHo-annapaTtHbli  KOMMMEKC, KoTopbii  obecneynBaet
KpunTorpaduyeckyto 3almnTy KaHanoB CBA3W Npu YAanE€HHbIX NOAKMYEHNs X 1 hunbTpaumio
npoxoasLlero Yepes Hero Tpaduka.

KomnaHusa UHauAa — poccuicknii pa3paboTymk NporpaMMHbIX CPeACTB ASS ynpaBrieHnst TOrMYecKknm
JocTtynom u ero 3awuTbl. Mbl camocToATensHO pa3pabaTbiBaemM Bce nNporpammHble KOMMnekcol B PO
yxe 6onee 15 neT, u 3a 9T0 Bpems UX BHeApUNU coTHU npeanpusatum B Poccnn n benapycu. Hawe MO
BKITIOYEHO B peecTp MUHKOMCBSA3M U COOTBETCTBYET YCNOBUSAM NporpaMmmMbl umnopTosameltieHus. Kpome
TOrO, HalM peLleHNs NO3BOSSAT 3aKasynkam cobnogaTb TpeboBaHUS HOPMaTUBHO-NPABOBLIX aKTOB B
cepe nHopmaumoHHom 6esonacHocTn (FTOCT, PCTIK n apyrue).

MoapobHas nHgopmauus: sales@indeed-company.ru, indeed-company.ru

KomnaHusa «C-Teppa Cudcln» — poccunckuin paspaboTumk M Npov3BOAUTENb CPEACTB 3aluTbl
KaHanoB cBA3n Ha ocHoBe TexHororun IPsec VPN. KomnaHus 6bina ocHoBaHa B 2003 rogy 1 BXOauUT B
TPONKy nuaepoB poccuickoro pbiHka VPN-pewenun. Mpoayktel C-Teppa cepTudunumpoBaHbl PCTIK
Poccun n ®CB Poccum, ncnonbsytot coBpeMeHHble TOCT-kpunToanropuTmbl, BKITHOYEHLI B PEECTpbI
poccuiickoro MO 1 npomblwneHHon npoaykumm PO. PeweHns C-Teppa 3awuwiatoT AaHHble npu obMeHe
mexay LOL, npu mMexceTeBOM B3aMMOLEWNCTBUW, Npy YAANEHHOM LOCTYMNE; LWMPOKO MPUMEHSIIOTCS B
FOCCTPYKTypax pasfunyHbiX YPOBHEW, B KPYMHEMWMX (DUHAHCOBBLIX OpraHvM3auusix, B KOMMEPYECKUX
dupmax, Ha NPOM3BOACTBEHHbLIX NPEANPUATUSAX.

MoppobHasa nHgpopmaums: +7(499) 940-9061, pr@s-terra.ru, www.s-terra.ru
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